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How to test the Universe?

Ina Schaefer
Nederlandse Testdag, 20 November 2019



“Any customer can have a car
painted any color that he wants
so long as it is black.”

Henry Ford (1909)



Variant-rich Software Systems — Modern Cars

Das Auto. Models | TDI Clean Diesel & Hybrid | Shopping Tools = Why VW  Financial Services &= Build & Price & Find aDealer

Choose your trim. Beetle.

From $19,995
2.5L.

Every Beetle starts off on the right path. Bluetooth® and 17" alloy
~ 251 $19.995" wheels come standard. With iPod® hookups for all

2.5L with Sunroof ~ $22,595 "
™ 2.5L Fender $24,4407°

2.5L with Sunroof, ~ $24,395 "
Sound and
Navigation

Turbo.

" Turbo $23,605 "

" Turbo with Sunroof ~ $26,595 "
and Sound

Turbo Fender $28,130 "

" Turbo with Sunroof, $28,200 "
Sound and
Navigation

\ 10f2

4 Back Model J“ Color Wheels Accessories Summary Next »
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33 Features

...one variant for each person on earth...



320 Features . L
... More variants than atoms in the universe ...




naing dump of physical memory L 5
”mkn memory dump complete. WO Prcienacy !
rontact your system administrator or technical suppor't group for further +
3 assistance. g T - :




What is wrong here?

Das Auto.

Volkswagen Konuryparop. Baw/uor/ara/ero New Tiguan.
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And here ...?
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And here ...
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| @ configurator < Sales < Volkswa...

Configurator < Sales < Volkswagen Ireland

< ) @ www.volkswagen.ie/en/sales/configurator.html

¢ | (B~ gitztubs

Sales

1. Engines

Petrol | Diesel

Volkswagen Retailers

Finance | Promotions

Genvuine Accessories

/

Fleet Sales | Contact Us

2. Colours & interior

Engine Power / Transmission Tax Band
Petrol

( §v1.2 51 kW (70 HP) / 5-speed Manual B1
(1.4 63 kW (85 HP) / 7-speed DSG B2
Diesel

(12701 55 kW (75 HP) / 5-speed Manual A3

» Configurator

@ Qe
Optional equipment 4 Your Volkswagen
C CO: Price* Details
€17,945 3
€20,290 3
€19,475 b

* All prices shown are recommended retail prices excluding dealer delivery and related charges.

** The given consumption/CO2-emission figures are based on the actual unloaded weight of the vehicle. Additional equipment options can
lead to the classification into a higher weight class and thus to a higher consumption. Depending on driving style, road and traffic
conditions, environmental influences and vehicle condition the actual consumption/CO2-emission values can deviate from the values given

here.

» Technical specifications
» Standard equipment

» New configuration

] Back

The Polo
Polo kW ( HP) - speed

€17,945
Colour
» Please select
Interior
» Please select
Optional equipment
» Please select

Total €
price*79,228,162,514,264,337,593,543,950,33§
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Problem
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Assume we have safety-critical software (e.g., automobile ECUs)
- Every product variant should be safe!

How to test every product variant? That’s impossible!

We need efficient strategies to reduce testing effort!
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Agenda

1. Modeling Variant-rich Systems

2. Efficient Analysis of Variant-Rich Systems
a. Variant Selection Techniques

b. Test effort reduction by incremental testing
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Modeling (and Managing) Variant-rich Systems

Configuration Knowledge

J R

Realization Assets
(Source Code, Models, ...)

Variability Model
and Configuration

Variability
Realization
Mechanism

Problem Space
(Conceptual)

Solution Space
(Realization)

Software Variant
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Feature Models

Body Comfort

System

O
Human Door
Machine System
Interface
O O
Power Exterior fe"kt.m ___ _require I‘(:emtoteI
Window Mirror h 1 - ocking J&------F--Z---- ontrol
! \ J/ System Key
l’ \ I’
1 ‘| /
l‘ 1 II
1 1 1
1 | ’
1 ! 1
1 ' 1
1 1 N
O 1 O : 1 O O O
Automatic . 1 1
Power Finger Heatable ' Interior v Automatic C;:'r:"' Safety AC:’""O:.
. Protection 1 itori ‘i i : utomatic
Window i Monitoring \\: Locking System Function Power Window
\
______ ! S ] =
------------------ ' 1 1o =T
________________ H B TR EEE EE b b it exclude
1 1 AN -7
! | 1 N . _
require; ; / - Tequire___-
! [ 1
1 ’ ’
1 ’ ’
1 7’ ’
/ 2 2 Legende
.
) LED Central LED / ’ S
LED Finger . . ’ e ,
N Locking Exterior . 4
Protection . . 2, e 00— /N 0OA -
Syerem Wirror ‘ ’ require
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W1Lyy
ST, -
a% Technische
Z . oa s . . .
* Universitit 20 November 2019 | Ina Schaefer | Testing the Universe | Slide 15 I }
. .. L, mm o 5 _‘ < “.
Institut fiir Softwaretechnik === -
R

und Fahrzeuginformatik E =

Braunschweig

o
7, &
Onson®




Variability Realization Techniques

2
ol

Annotative Compositional
(Subtractive/Negative)  (Additive/Positive)
= Large ,150% =  Small common
model” for all core
variants

= Remove unneeded

= Add variable parts

variable parts

E.g., pure::variants, E.g., Feature-Oriented
Gears, FeatureMapper, Programming (FOP),
conditional compilation component systems
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Transformational

=V/alid basic variant of
system as start

=Transformation by
adding/removing/
modifying

E.g., Delta Modeling,
CVL
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Efficient Analysis of Variant-Rich Systems
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Feature Interactions
« Afeature is a customer-visible product characteristic.
« Each feature in isolation satisfies its specification.

« |f features are combined, the single specifications are
violated. There are unwanted side effects.

- Feature Interaction!
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Example: Combine Fire and Water Alarms

If there is fire, start
sprinkling system.

If there is water, cut the main
water line.
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Reasons for Feature Interactions

Intended Feature Interactions:

« Communication via shared variables: one feature writes, another
feature reads values.

Unintended Feature Interactions:

* Non-synchronized write access to shared resources, such as
actuators, memory, shared variables, status flags

In general, uncritical:
» Shared read access to resources, e.g., sensors
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Efficient Testing of Variant-Rich Software Systems

We use a combination of two approaches:
Combinatorial Testing:

« Selection of representative subsets from a large set of possible
variants

Incremental Regression-based Testing:

* Reuse test cases and test results in order to efficiently test the
selected variants
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Sample-based SPL Testing

» Problem: Number of test cases growths exponentially

» Solution: Combinatorial Interaction Testing (CIT)

1. Create Feature Model

2. Generate a subset of variants based on the FM, covering relevant
combinations of features

3. Apply single system testing to the selected variants

« Efficiency of t-wise Covering Arrays (CA)
» 1-wise CA: 50% of all errors
> 2-wise CA: 75% of all errors ‘ Trade-Off
» 3-wise CA: 95% of all errors
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Set Covering Problem and Covering Arrays
- S={a,b,c,d,e}

SPL features
« M ={{a,b,c}, {b,d}, {c,d}, {d,e}}

Valid product configurations
* Minimal Covering Array L = M, + M,

Feature combinations to test

* Precondition: All valid product configurations already known
» SAT-problem, which is NP-complete

« Fortunately, we deal with realistic FMs
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Heuristic Solution by Chvatal (1979)

* Idea of the algorithm:
1. SetlL =0
2 IfM, =@, Vviie{l,2,..,n}END.
ELSE find M',where # of uncovered elements is max
3. Add M'to L and replace elements in M;by M, — M’
4. Goto Step 2
« Worst Case: M contains only subsets with different elements
« Best solution not guaranteed

Adaptation for pairwise CA generation is easy!

Technische
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Vasek Chvatal: A Greedy Heuristic for the Set-Covering Problem. Math. Oper. Res. 4(3): 233-235 (1979)
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ICPL

input : arbitrary FM
output: t-wise covering array

1 S « all t-tuples
2 while S # 7 do
3 k < new and empty configuration
4 counter « 0
5 foreach tuple p in S do
6 if FM is satisfiable with k © p then
7 k—kup
8 S < S\ {p}
9 counter «— counter + 1
10 end
11 end
12 if counter > 0 then
13 L «— L o (FM satisfy with {k})
14 end
15 if counter < # of features in FM then
16 foreach tuple p in S do
17 if F'M not satisfiable with p then
18 | S S\ {p}
19 end
20 end
21 end
22 end

« Adaptation is still slow in computation!

* (Selected) Improvements
» Finding core and dead features quickly
» Early identification of invalid t-sets
» Parallelization
» and several more...

Martin Fagereng Johansen, dystein Haugen, Franck Fleurey: An algorithm for generating t-wise
oV, covering arrays from large feature models. SPLC (1) 2012: 46-55
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ICPL - Evaluation

ICPL can handle large-scale SPLs

Compute 2-wise Covering Array with ,normal“ hardware

Easily over 90% variant reduction

Even with ICPL: Calculation time can be several hours
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Feature Model

Features

Constraints

2-wise size

2-wise time (s)

2.6.28.6-icsell.dimacs
freebsd-icsell.dimacs
ecos-icsell.dimacs
Eshop-fm.xml

6,888
1,396
1,244

287

187,193
17,352
2,768
22

480
77
63
21

33,702
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Regression-based Delta-oriented Testing
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Delta-oriented Testing Approaches

Goal: Reduce testing effort by only testing differences between product variants

Define Deltas on test-models in model-based testing
State Machines

Activity Diagrams
Architectures

Define Deltas on requirements in natural language
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Delta-oriented Test Modeling

Kernprodukt
T1:el/e2

Feature-
Konfiguration

\ 4

T5: e4/e6

Produkt

Delta 1 Add v

\ Kern + Delta 1
e By B+
$22-T70e1/ T6:e3/ ==~

Application Delta 2 Rem
Condition - Kern + Delta 1 + -
re== -| r== -| + z
1S1 .—E->' S2 Delta 2
‘=== Tl:elfe2 ---
Delta 3 Mod
Kern + Delta 1 +
(53] [, 57, + >
N T5: e5/e2;e3,e4 ~--- Delta 2 + Delta 3

\S

Feature-Modell

\
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Classification of Test Cases by Delta-Analysis

Invalid V2
Variant 1

Test cases
VA1

———

" Retest V2
N -
Variant 2

\———’
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Delta Testing Strategy

A
7 Variant | > | Variant 2
Core

Product A

A

Variant 3

Variant 4
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Case Study — Body Comfort System

28 Features, 11616 Product Variants, 1 Core Product, 40 Deltas
16 Products for Pair-Wise Feature Coverage

Body Comfort
System
O
Human Door
System

Machine

Interface

O O
Remote

O
Power Exterior fenkt.ral ____require < |
Window Mirror \ g ocung  J& =T mnmmm o ontrol
\ J/ System Key
| ,
\ s
J '
'
'
'
i
i
O 1
Manual Automatic Finger \
Power Power Proteition Heatable \
Window Window
i
i
1

O B O O O
] Control
Interior H Automatic /:I:r: Safety Control.
Monitoring N Locking Function Autom':-mc
‘( System Power Window

___________________________________________

;
,
Legende

LED
Exterior
Mirror

LED
Power
Window

LED Central
Locking
System

LED
Alarm
System

J ,’/ /',
)/ ,”
.
P /0-\ /o-\ require
exclude

LED
Heatable
Mandatory Optional Alternative

LED Finger
Protection

Sascha Lity, Remo Lachmann, Malte Lochau, Ina Schaefer: Delta-oriented Software Product Line Test Models —
The Body Comfort System Case Study, Technische Universitat Braunschweig, 2012
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Deltas based on State Machines
« State machines describe component behavior

Used as test models for component testing

Deltas describe add, remove and modify transformations of states, transitions and
signals

Select test cases based on coverage of changes

80

70

tl:key pos_lock? CLS_locking

t2:cls_lock!

CLS_lock
t4:cls_unlock!

CLS_unIockkeV_POS_Un|OCk?

PO P1

P10 P11 P12 P13 P14 P15 P16 P17
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Malte Lochau, Sascha Lity, Remo Lachmann, Ina Schaefer, Ursula Goltz: Delta-oriented model-based integration
testing of large-scale systems. Journal of Systems and Software 91: 63-84 (2014)
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Deltas based on Software Architectures

Architectures describe the structure of software and component interaction
« Used as test models for integration testing

Deltas describe add and remove transformations for components, connectors, ports and

signals
» Select test cases based on coverage of changes
45
40
key_pos_lock cls_lock key_pos_lock cls_lock
3 > } , > >
key_spos_unlock cls_unlock key_pos_unlock) cls_unlock)
car3@rives car_drives car_lock >
doo?5open car_unlock
o open — >
20 Naiv
19 rck_logs | rck_uTn Sot\é (fahren
10
] tak_hut“lock _ ( °
0 rck_but_unlock ::I: RCK

PO P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15
Axis Title

Malte Lochau, Sascha Lity, Remo Lachmann, Ina Schaefer, Ursula Goltz: Delta-oriented model-based integration
testing of large-scale systems. Journal of Systems and Software 91: 63-84 (2014)
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Deltas based on Requirements

* Requirements describe desired properties of software on system level
« Used as specification for system testing

» Deltas describe add and remove transformations of requirements
» Select test cases based on requirements coverage

120 2 § 1 Automatic Locking
3 1 1.1 Die Tiirschlossautomatik sorgt @afiir, dass bei Uberschreiten
einer bestimmten Geschwindigkeit samtliche Tiiren
100 1 abgeschlossgn werden.
4 H 1.2 Anforderu Lir
5 1 1.2.1 Beim reiten einer
80 werdfn samfiicie Tuien aygesc\ossei, W
I abecscehlossan sind
161 § 1.3 Apforderung Al 2_r
60 146 @ 1.2 Reim [lberschheiten eindr definieribn GhschwinNiakej¥
I passiert nichis} wenn dj¢ Tiiren ber®i
4 abgeschlossen Wwurden
¥z ¥ 14 Anforderung AL\Y_r
40 144 ] 1.4.1 Wil die Gesch\lindigkeit verringert, sodass sie den
defimarten Werl\urterschreitet und wurden die Tiiren durch
das Automatic Ldgking Feature abgeschlossen, werden die
20 i Tiiren avfaecchldicon.
163 & 1.5 Anforderuny AL_4_r
145 4 1.5.1 Wird die Geschwindigkeit Yerringert, saodass sie den
0 definierten Wert unterscireitet und wurd=r'die Tiiren 1ciit
durch das Automatic Locking Feature, sondern zuvor manuell
1 2 3 I 4 abgéchlos@en, werden die Tiiten nﬂ:ﬁt auf’deschﬂx?ssen.1 3 14 15 16 17
=®—reuse retest (DL1) retest (DL2)
Michael Dukaczewski, Ina Schaefer, Remo Lachmann, Malte Lochau: Requirements-
based delta-oriented SPL testing. PLEASE@ICSE 2013: 49-52
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Possible Strategies for Re-Test Selection

« Manually by test engineer
« (Semi-)Automatical classification of test cases into variants

« Formulation of requirements in delta-sets with linking of test
cases to requirements

« Model-based impact analysis of changes by delta analysis
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Drawback of Test Case Selection

Remember the delta testing procedure:

0. Fully test first product variant
1.

Generate test cases for subsequent variants

Still valid and reuseable test cases?
 |nvalid test cases?

New test cases?

2. Selection of test cases by delta analysis:

Always test new test cases
Select subset

of reuseable test cases for re-test

3. Optionally minimize resulting test suite by redundancy elimination

WILgy
°~o vl

There is one drawback - Selection of test cases might still be huge!
Solution? Prioritize test cases to always test important parts first!
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Delta-Oriented Test Case Prioritization

We propose a test case prioritization approach for SPLs to find failures early

Priorities.

Delta-oriented to exploit
variability and commonalities

Model-Based to be flexible
for different testing phases

Test Case Prioritization
for individual product variants

ol
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test case prioritization for integration testing of softwar:

e
20 November 2019 | Ina Schaefer | Testing the Universe | Slide 39

Institut fiir Softwaretechni

kESC =
und Fahrzeuginformatik _=_ E =



Test Prioritization Technique

Applicable to any type of test model with set of test model
elements () = {wl, . ,wn} (edges and nodes)

Compute regression

deltas

) a
PO: —> Y

X
Compute first l b

c

Z

executed deltas

{

Compute weights

\. l J/ P1

Prioritize test cases

X - X~
. N Cl —————— e Cl
V4 V4
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Test Prioritization Technique

opy = {rembyx, PO =PIV 6p, ={add A add dy_,7,
Compute regression add dY—>Z} b add fZ—>A, add eA—>Z}
deltas c
Compute first
executed deltas a
P1: ——= P2 a
XY X ==Y
( ) c ——————
Compute component 5 ) ) c
weights p.p, =1add A,add by, x, e
) ___>
q J Z <—d add ez_a,add fa_z} A Z <d—
I} -
4 N\
Prioritize test cases ® Opew(p1) = {rem by_x,add dy_,z}
L J
® Onew(p2) ={add A add eq_z,add fz_a}
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Test Prioritization Technique

Define Test Model Weights

( Compue regression ) « Weights are defined for test model elements w & ()
\ ) «  Weight function of signature: w : )} — R
J, * No restriction in their semantics
[ Computefist |  Can be combined
. executed deltas )
\l, « Examples: Complexity of model elements, direct and

indirect delta influences, interface changes, e.g., :

Compute weights

_ HHC(w)| 10C(w)]|
[ Prioritize test cases ] w(w) - |I<w)| —I_ B |O(w)|

suchthat a, 0 € R, + 8 = 1 holds.

2
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Test Prioritization Technique

op, = {rem by x, PO | X1y 6p, = {add A, add dy_, 2,
add dyﬁz} cl b add fZ—>A, add BA_>2}
/ Z \
( )
Compute regression P1- a po: a
delt ' ' -
S X Xty
(Sp1 P, = {add A,add byﬁx, e
( ) A " add ey, a,add fa_, —>
Compute first d 7o Jazz} A <+ Z 5
executed deltas . . ..
\ / Example weight instantiation for components ¢ & O

{

Compute weights

—lC@l ., 5. 10C@l
[w(0>—0‘ T TP Toter }

Weights for components X,Y and Z in P2 with « = 0.6 and 8 = 0.4

[ Prioritizetestcases] ’LU(X) 20.6'9+0.4° 9 :O
1 2
0 0

Y) = - 4.-= =

w(Y) =0.6 - T 045 =0
1 1

Z)=06--4+04--=0.6
w(Z) 3 1
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Test Prioritization Technique

Compuée Iregression Define Prioritization Functions
t . g . .
\ e ) - Definition based on weight functions
v +  Goal: Prioritize individual test cases tc € TC for
Compute first individual product variants p € Pspr,
\ exec“ti’ detles « Thus, signature is prio : TC x Pspr, — R
( ) Similar to test case selection, we only prioritize
Compute weights )
. ) reusable test cases for product variants

Process is repeated for all product variants under test

Prioritize test cases

Technische
% Universitit 20 November 2019 | Ina Schaefer | Testing the Universe | Slide 44

Braunschweig !SF

Institut fiir Softwaretechni
und Fahrzeuginformati



Test Prioritization Technique

Example Prioritization Function for Architectures:
» Test cases defined as message sequence charts
» Prioritize test cases according to covered components

Compute regression « Summarize component weights and normalize by total
\ deftas ) number of covered components 77
( Com %te first ) ) = Zy:l w(cj) C TC
execufed deltas pTZOComp (tc7p) _ { ‘ Cj S tes tc € Teusep}
Compute weights @ a ‘@ 3 Z‘O ,@
Prioritize test cases @ - % (12 |
| o  04+040.6
PTI0 oy (tC1, P2) = 5 = 0.2
. 0+0
p’rzocomp(tcmp?) :T =0
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Evaluation Results
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A Selection of Further Contributions in SPL Testing

Dissimilarity-based testing in combination with delta-oriented testing

FOSD@SPLASH 2016: 1-10

Remo Lachmann, Sascha Lity, Mustafa Al-Hajjaji, Franz Furchtegott, Ina Schaefer:
Fine-grained test case prioritization for integration testing of delta-oriented software product lines

Optimize product variant orderings for incremental SPL testing

Sascha Lity, Mustafa Al-Hajjaji, Thomas Thum, Ina Schaefer: Optimizing product orders using
graph algorithms for improving incremental product-line analysis. VaMoS 2017: 60-67

Scalable risk-based testing for SPLs
Remo Lachmann, Simon Beddig, Sascha Lity, Sandro Schulze, Ina Schaefer: Risk-based
integration testing of software product lines. VaMoS 2017: 52-59
« Change impact analysis using incremental model slicing for SPL testing

Sascha Lity, Thomas Morbach, Thomas Tham, Ina Schaefer: Applying Incremental Model
Slicing to Product-Line Regression Testing. ICSR 2016: 3-19
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Conclusion

« Variant-rich systems lead to an exponential increasing number of
products and test cases

« Subset selection heuristics reduce number of product variants to a
representative subset which is tested.

« Incremental delta-testing reduces test effort between product variants
by identifying effective test cases for reuse
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